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Machine  Speed  

34  
Seconds  
Anomalous  traffic  was	  
identified	  and	  traced	  to	  a	  
process	  to  be  killed  

Today’s sophisticated threats are creating new challenges for security professionals. It’s not a 
matter of ‘if’ but ‘when’ and ‘how often’ an organization will be breached. Even though retailers 
such as Target, Neiman Marcus and Home Depot have seen much publicity, no vertical market 
or company is immune (Apple, Boeing, JP Morgan). Hacking and corporate espionage is 
now a multi-billion dollar underground venture that is finding its way inside corporations of 
all sizes and industries. These advanced attacks are more complex, persistent and stealthy, 
making them much harder to defend against. Evidence suggests prevention alone isn’t 
enough. Defenders need technologies that can detect known and unknown threats that have 
already breached network defenses. Automated incident response and removal should be at 
the forefront of security operations priorities. Time is of the essence and the ability to stop an 
attack before damage is done will prevent an organization from becoming a statistic.

According to Fran Howarth, practice leader, Bloor Research, “Whilst many vendor offerings  
still require a certain element of human intervention or services, and the number of 
partnerships and offerings is expanding rapidly in these areas, one of the latest trends is to 
automate incident response capabilities to give organizations a better chance of not only 
remediating, and even removing threats entirely, but also of better defeating future attacks 
through advanced machine learning capabilities. Some of the notable vendors moving into 
this space are Hexis Cyber Solutions, which is perhaps currently the most advanced in 
terms of automated threat removal…”1

To respond to advanced attacks, John Oltsik, senior principal analyst with Enterprise Strategy 
Group (ESG), concurs that automation is essential and better visibility, data correlation, 
algorithms and intelligence are required to increase our degree of accuracy. Oltsik indicates 
that when we are confident in our security technology intelligence, we can move from the 
need for manual intervention and automate our responses. Oltsik believes this needs to be 
done given the global shortage of cybersecurity skills and because even the best security 
professionals can’t keep up with the scale and sophistication of today’s threats.2 

Despite the significant need for continuous threat detection and response, very few solutions 
exist for automated investigation and removal. Key challenges include the complexity 
regarding accurate remediation (since remediation varies greatly by incident and organization) 
and the inability to combine both network and host data together to make accurate system 
correlations between hostile system processes and covert network communication.

In this white paper we will take an in-depth look at how Hexis Cyber Solutions overcomes 
these challenges and addresses the need for automated response to advanced cyber 
threats. Entrusted by companies of all sizes and government agencies, HawkEye G enables 
organizations to continuously detect, investigate and remove advanced threats at machine 
speed from within the network before they can steal data, compromise intellectual property or 
cause process disruption.

EXECUTIVE 
SUMMARY

66%

RESPONSE
TIME IS CRITICAL!
It took months or years  
to discover a breach.3
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Figure 1. HawkEye G Architecture

Additionally, an overview of various HawkEye G deployment options and a real-world case 
study is provided. Note: The information in this white paper is for experienced IT professionals 
who are familiar with security and networking technologies and the threat landscape. For those 
less familiar with these concepts, more explanation is provided in the HawkEye G Deployment 
Guide available through a Hexis representative.

The HawkEye G architecture  
combines	several	integrated	
components for advanced threat 
investigation	and	malware	 
removal	including:

Event	Collectors	bring in data generated 
by the existing network and load it into  
an Event Data Warehouse. 
Event Data Warehouse, which is 
patented and purpose built, makes 
over half-a-year of infrastructure data 
immediately available to the Security 
Analytics & Threat Intelligence Library.
The Library is a state-of-the-art portfolio 
of threat detection techniques that mine 
the Event Data Warehouse for threat 
behaviors.
Policy	Manager is a collection of user-
defined rules that control the behavior of 
the Countermeasure Manager. 
Countermeasure Manager controls the 
arsenal of active defense tools designed 
to mitigate and remediate threats 
discovered in the enterprise. 
Dashboards	&	Workflow	Automation 
tools provide security awareness to the 
HawkEye G user and to the Hexis  
Security Operations Center.
Hexis	Security	Operations	Center	
(HSOC) provides software and analytics 
updates, external threat feeds, plus it 
monitors and shares the community threat 
environment.
Network	Sensor	and Bot Trap utilize 
real-time malware detection techniques.
Host Sensor Manager and Host 
Sensor utilize heuristic indicators and 
real-time data from the host to uncover 
malware infections and deploy a set of 
countermeasures to eradicate the infection 
at machine speed.

http://www.hexiscyber.com
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HawkEye G employs a range of detection methods to identify not just known threats but also 
stealthy, more advanced threats that exhibit anomalous behavior. These methods rely on a 
threat feed that combines a perimeter Network Sensor that can work along with Host-based 
Sensors in order to detect and perform correlation on sophisticated and emerging threats. 
Furthermore, large amounts of data are collected in order to baseline historical data across the 
corporate network and hosts to determine anomalous behavior and activities.

Threat Feed
The network and host-based threat feed information is an aggregation of both commercial and 
open source, independently-verified intelligence feeds with a growing list of over 20 different 
sources. These sources include several industry standard malware research partners, open 
source community reports, public and private malware tracking services (such as Zeus, 
ZeroAccess, etc.), global honeypot feeds, social network risk monitoring services, anti-virus 
research partners and internal Hexis researchers. Through these data sources, Hexis provides 
cutting-edge research leveraging big data analytics and analysis conducted in a 1000-node 
sandbox, which scans millions of malware files a day, to identify new indicators of comprise. 
These indicators are then provided to the HawkEye G host and Network Sensors to augment 
threat detection and facilitate trusted remediation.

Currently HawkEye G tracks over 45 million unique file signatures (MD5 Threat Match), and 
over 300,000 domains, IP addresses and URLs that are known to contain hostile malware 
on the network. These unique file signatures capture all varieties and families of external 
threats including: worms, malware, adware, spyware, Advanced Persistent Threats and Trojan 
families that are emerging and currently spreading in the wild. In	fact,	several	months	prior	
to	the	cyber	attacks	on	Target	and	Home	Depot,	the	HawkEye	G	threat	feed	had	already	
blacklisted	the	source	and	could	have	helped	both	retailers	detect	and	prevent	these	
attacks. The extensive list of hostile domains, IP addresses and URLs identify infrastructure 
used as rogue network servers and automatic exploitation websites that attackers are using 
to not only increase their overall infection footprint but also receive command and control 
communication from various malware bots. What sets HawkEye G apart from other offerings 
is not the sheer amount of threat feed data but the quality behind it. The HawkEye G list 
contains a very low false positive count, and is continuously reviewed, pruned and updated.  
A low false positive count is essential when performing remediation and implementing 
automated response and removal.

Insider Threat Detection – Anomalous Login
The typical organizational security model emphasizes perimeter defenses, such as firewalls, 
proxy servers and content filters, which provide a great deal of resistance. In light of cloud, 
mobility and BYOD, traditional network boundaries are dissolving, thereby expanding the 
available attack surface for adversaries. Also, security products that focus on the inside of 
the network are often conspicuously absent, making it extremely difficult to identify threats 

II. DETECTION 
METHODS

DETECT. Detect threats 
using behavioral analytics 
and both network and host 
diagnostic data; optionally 
use third party security  
event data

ENGAGE: Automate threat 
investigation and determine 
if threat is present; use 
clearly defined security 
policies to control level of 
automation

REMOVE: Deploy full 
spectrum of policy-driven 
countermeasures to 
automatically and surgically 
respond to and remove 
advanced threats

HawkEye G is designed to  
actively	detect,	engage	and	 
remove network threats.

http://www.hexiscyber.com
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that stem from within the organization (a laptop brought from home or a USB device that can 
introduce malware). An insider threat is a malicious threat to an organization that comes from 
people inside the organization, such as employees, former employees, contractors or business 
associates, who have inside information concerning the organization’s security practices, data 
and computer systems. The threat may be accidental or involve fraud, the theft of confidential 
or commercially valuable information, the theft of intellectual property or the sabotage of 
computer systems. Organizations of all sizes, even the largest, are vulnerable to this problem 
as reflected by the NSA breach by Edward Snowden. 

There is no one-size-fits-all solution for finding an insider threat because a variety of 
techniques are used. But there are active, yet subtle, indicators of behaviors that are performed 
by those intending to steal data or launch an internal network attack. In the majority of cases, 
in order to identify such a scenario, security professionals need to identify activity outside of 
normal behavioral patterns such as anomalous login. HawkEye G provides this capability.

HawkEye G has the ability to learn and accurately profile and baseline the activities of all 
employees that log into various devices on the corporate network. The learning methodology 
factors in a number of variables to ascertain normal use. These factors include creating 
correlations between users and ownership of a specific resource, users and the administration 
of multiple devices, and establishing normal time-based patterns for accessing specific devices 
on the network. Once a behavior has been learned, HawkEye G continuously monitors for 
percentage variance outside the normal levels to identify an anomalous login and creates an 
incident. It can then automatically or semi-automatically mitigate and remediate the action 
based on a specific corporate policy.

HawkEye G uses a variety of methods to investigate and determine if a threat is present. 

These	include:

Network Sensor and Bot Trap
Once the Network Sensor detects communication attempts to known malicious domains and 
IPs it redirects suspected bot traffic to an internal Bot Trap. Known bad URLs are blocked 
and a customizable web page is returned to the user indicating the attempt to connect to a 
bad web page.  Malware on the host is tricked into thinking it is connected back to the real 
command server during the redirection to the Bot Trap.  Further diagnostic analytics are 
conducted to confirm if the code is malicious. Isolating the malicious file provides information 
to aid in removal of the malware and provides protection to the enterprise before it has the 
ability to infiltrate additional devices.

Host Sensor Queries and Surveys 
The Host Sensor starts a series of baseline inquiries on the host at the time of installation or 
power on to ascertain the current state of the machine. The baseline queries include:

Walk	Directories – All files in configured directories are collected during a baseline or survey 
action; not just executable files. An MD5 hash for each file is generated at this time.  The MD5 
hashes are then processed by the analytics to determine a threat match. 

III. INVESTIGATION 
METHODS

http://www.hexiscyber.com
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List	Processes – A list of the processes (and the loaded modules) currently running on  
the machine.

NETSTAT – NETSTAT stands for network statistics and relates to the processes associated 
with network connections on the host. This information consists of all current network 
connections to/from a machine, including local and remote addresses and ports and 
communication types (TCP or UDP).

Walk	Registry – All registry keys and values in the host registry are collected, based upon 
configuration, and added to the viewable information in the management console.

Host Sensors establish a connection to the Host Sensor Manager and provide the baselines. 
A periodic heartbeat from the host sensor is generated to provide status to the Host Sensor 
Manager and request any new instructions. When the Host Sensor Manager detects a 
percentage deviation from these baselines it performs a forensic survey of the host. The 
survey collects additional forensics from all the sources listed above. Machine analytics 
process the additional data to determine existing malware, any dormant malware and any 
persistence on the host. If the investigation confirms malicious activity, countermeasures are 
executed based on corporate policies.

Network Scanner
Network scanners perform periodic DNS lookups of hosts to verify that the hosts are still 
actively registered to the environment. Hosts that do not have DNS entries or are unknown/
unmanaged are highlighted. Additional diagnostics are performed and, if malicious activity is 
confirmed, policy-driven countermeasures are deployed.

Once a threat has been detected and investigated, a range of network-based and host-based 
countermeasures are deployed to remediate and remove the threat. These countermeasures 
may be automatically executed based on corporate policies, or allow for machine-guided 
execution to involve human-in-the-loop threat response and removal.

Network-based Countermeasures
Network-based countermeasures include URL blocking, DNS injection and IP redirection.  
In order for these countermeasures to work the HawkEye G Network Sensor must be placed 
inline between the requesting machine and the external DNS or threat matched site, URL or  
IP address.  

IV. COUNTERMEASURES

http://www.hexiscyber.com
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Figure 3

URL	Blocking
In URL Blocking a customizable webpage informing the user of the 
blocking action is sent to the end user instead of the requested site.  
As shown in figure 2, the DNS request goes out (in blue) and passes 
through the Network Sensor. The Network Sensor sees www.acme.com 
on the threat feed. The Network Sensor policy has URL Blocking enabled. 
The Network Sensor returns a blocked URL page (in green) that can be 
customized by the customer with contact information.

  

Figure 2

DNS	Injection	
In DNS Injection, depicted in figure 3, the Network Sensor will send a DNS 
response to the end user with the IP address of the Bot Trap for further 
analysis of the host instead of the actual site. The external DNS will also 
respond, however a race condition exists. Since the response from the 
Network Sensor arrives first it will be acted upon. When the PC receives 
the external DNS response it will be ignored. Figure 3 depicts the DNS 
request going out (in blue). DNS Injection is enabled on the Network 
Sensor policy. The Network Sensor sees the site on the threat list and 
sends a DNS response with the IP address of the Bot Trap (in green).  
The external DNS sends a response as well (in green dashes). The PC 
acts on the Network Sensor response and connects to the Bot Trap and 
begins communication. The Bot Trap performs analysis masquerading  
as www.acme.com.

http://www.hexiscyber.com
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Figure 4

IP	Redirection 
In IP Redirection the source or destination IP address is modified by the Network Sensor and 
traffic is sent to the Bot Trap for possible further analysis. As shown on the left side of figure 
4, the PC sends a DNS request to the DNS server for a URL that is not on the threat list (in 
blue). The DNS response (in green) contains an IP address on the threat list. IP Redirection 
is enabled on the Network Sensor policy. The PC then tries connecting to the IP address. The 
Network Sensor modifies the source and destination IP addresses (in red) so that the Bot Trap 
masquerades as the bad IP site. The same thing happens in any other IP requests found on 
the threat list like an Internet Relay Chat (IRC) request shown on the right side of figure 4.  

Host-based Countermeasures
Host-based countermeasures include killing a malicious process, quarantining a malicious file 
and forcing user log-off. The Host Sensor Manager will communicate with the Host Sensor to 
apply one or more of these countermeasures.

Kill	Process
Host Sensors are capable of safely killing the offending malware process on the host. The 
Host Sensor uses local methods to kill the process. Known good processes like explorer.exe 
will re-spawn on their own without interrupting the end user.

http://www.hexiscyber.com
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Quarantine	File
The quarantine file performs a set of actions. To help with usability, these actions are reversible 
by the use of the Undo button on the system console. First, the file is encrypted and XOR 
applied and the malware cannot be run again (accidentally or purposefully). Then, once the file 
has fully been encrypted, the filename is changed to further prevent accidental use of the file.

To undo the Quarantine File countermeasure, the administrator can click on the Undo button, 
and the file will be decrypted and changed back to its prior name. 

Force	User	Log-off	of	the	Host	in	Question	/	Expire	Credentials	on	Active	Directory
These two remediation capabilities are used in conjunction and comprise the anomalous login 
feature. When the system detects usage on the machine outside the norm, there are two 
actions set in motion. The first is to force the user to log off the current machine he or she is 
attempting to access. The Host Sensor receives a message from the Host Sensor Manager 
and performs the log-off of the user on the local machine. Once this is performed, the system 
can also ensure that this user can no longer re-authenticate onto the corporate network by 
expiring the user’s credentials on the domain controller. 

The user will need to contact the network/system administrator to reinstate access. During this 
process the user will get the chance to explain the violation in corporate policy.  Access is easy 
to reinstate with a click of the Undo button.

http://www.hexiscyber.com
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V. HARDWARE/
SOFTWARE 

SPECIFICATIONS
AND PLATFORMS

Specifications for HawkEye G

Hardware	 Max	Power	Usage
CISCO SWITCH:  350W

1U INTEL SERVER: 2x 7500W = 1500W

2U INTEL SERVER:  2x 1600W 

SAN:  2x 750W = 1500W

TOTAL:  6,550W | 22,350 BTU/hr

The	following	tables	are	a	list	of	the	minimum	supported	versions	of	each	OS	supported:

Server Platforms for HawkEye G

Name	 Edition	 Version	 Service	 Architecture
	 	 	 Pack(s)

Windows Server 2003 Enterprise 5.2 SP2 X86/x64

Windows Server 2003 R2 Enterprise 5.2 SP2 X86/x64

Windows Server 2008 Enterprise 6.0 SP1, SP2 X86/x64

Windows Server 2008 R2 Enterprise 6.1 SP1 X86/x64

Windows Server 2012 Standard 6.2  X86/x64

Windows Server 2012 R2 Standard 6.2  X86/x64 

Workstation Platforms for HawkEye G

Name	 	 Version	 Service	 Architecture
	 	 	 Pack(s)
Windows XP  5.1/5.2 SP3 X86/x64

Windows Vista  6.0 SP2 X86/x64

Windows 7  6.1 SP1 X86/x64

Windows 8  6.2  X86/x64

Windows 8.1  6.3  X86/x64

Product Overview
HawkEye	G	Appliance	(5	RU)
Central Server and Storage
•   1 Dual Node Server
•   Dual 8 Core CPUs per Node
•   1 SAN – 7 TB
•   1 Switch – 1 Gbps, 24 Port

One per 15,000 Devices 

Host	Sensor	w/Bypass	(2	RU)
Network Traffic Sensor
•   1 Single Node Server
•   Dual CPU 10 Core  
 CPUs per Server
•   1 Bypass Module   
 (10/100/1000 baseT)

http://www.hexiscyber.com
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VI. DEPLOYMENT 
SCENARIOS

HawkEye	G	is	an	appliance-based	system	that	consists	of	three	subsystems:

1. The Core Appliance which collects data and performs analytics

2. The Network Sensor that goes inline at each major gateway an IT team wants to monitor 
(Internet gateways, custom gateways and/or geographic boundaries) to examine all the 
outgoing packets

3. The Host Sensor which sits at the device to monitor host events, to retrieve host details 
through Surveys, and to perform protective actions and mitigations upon the host  

HawkEye G may be deployed in a variety of configurations, including those outlined below.

Figure 5

Simple Network Diagram

Network Sensor Placement Scenarios 
In a simple network environment as shown in figure 5, the main HawkEye G appliance is 
located nearest the host endpoints in the network. This placement allows for the Host Sensors 
to easily connect back to the Host Sensor Manager. HawkEye G will also need the ability to 

scan subnets for endpoints without interference by 
firewalls or routing policies. The only adjustment to 
a firewall policy in this case is to provide the ability 
for the appliance to go out and connect to the Hexis 
Security Operations Center (HSOC) console via the 
Internet port 8443. The Network Sensor sits inline 
to provide the necessary countermeasures; URL 
blocking, DNS injection, IP redirection. A hardware 
bypass is supplied to prevent the sensor from being 
a single point of failure. It is also preferred to have 
the Network Sensor within proximity of the supplied 
switch for a direct connection from the sensor’s 
management port to HawkEye G. The Network 
Sensor will need SSL access to the management 
console in cases where a direct connection to the 
supplied switch is not possible. The DNS servers 
in this example exist on the opposite side of the 
Network Sensor from the hosts. This is a preferred 
design, allowing the Network Sensor to monitor all 
DNS requests generated from the originating hosts. 

http://www.hexiscyber.com
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Figure 6

Multiple Network Sensors

Overcoming Hosts Behind a Local DNS 
In many cases where an Active Directory controller is used as a DNS server inside the 
network, all DNS requests that are unknown by this local DNS will be forwarded to an external 
DNS server as shown in figure 6. When this DNS forwarding occurs the Network Sensor will 
see the local DNS as making the request. For better analytics the original requesting host  
must be exposed behind the local DNS server. One way to accomplish this task is to use a 
Network Sensor in Tap mode to watch all DNS requests sent to the internal DNS server. This 
helps to better correlate the original host with each request hitting the edge Network Sensor.

 

Network Sensor (not in-line)

Network Sensor (in-line)

http://www.hexiscyber.com
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Figure 7

Redundancy and Availability

Redundant and High Availability Models 
HawkEye G can support very redundant and high availability models as in figure 7. In this type 
of situation, multiple Network Sensors are used to ensure all outbound traffic is still inspected. 
Hardware bypasses supplied with the Network Sensors in the proper configuration work to 
ensure there is no single point of failure. Spanning tree or policy routing will not be affected in 
this scenario. 

http://www.hexiscyber.com
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Figure 8

Remote Sites and Wireless

Remote Sites or Wireless Networks 
HawkEye G also supports the monitoring of traffic coming from remote sites or wireless 
networks as in figure 8. Network Sensors are placed into the network to examine traffic coming 
from the different sites. In the management console it is easy to setup additional triggers that 
inform the operator when a wireless client or a remote worker attempt to access IP addresses 
or URL sites that are internal to the company and should be restricted by security policies. 
In this case, HawkEye G can block a URL and return an informative page or redirect the 
offending host to the Bot Trap for further inspection. Inspecting traffic destined for internal 
resources is a part of HawkEye G’s overall Internal Threat Prevention solution.

http://www.hexiscyber.com
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Figure 9

DMZ

HawkEye G supports configuration where servers are located in a DMZ network.  In this 
scenario, depicted in figure 9, a Network Sensor is placed inline in the DMZ network. The only 
caveat is the instance of providing unencrypted traffic to the sensor. It might be necessary to 
perform SSL intercept on another device prior to sending it through the Network Sensor. The 
firewalls should be configured such that the Network Sensors can reach the management 
console by direct connection or SSL and the Host Sensors on the servers are able to connect 
to the Host Sensor Manager via TLS.

NAT Scenarios
NAT scenarios are common to smaller remote sites and teleworkers. Many times only a 
single Public IP address is used to support a number of devices. Even in this “port overload” 
scenario HawkEye G supports NAT configurations with the Host Sensor today. The Host 
Sensor establishes the connection back to the Host Sensor Manager using a TLS encrypted 
channel to keep host data secured.  Firewall policies may need to be adjusted to allow for this 
communication inbound to the Host Sensor Manager.  Any commands to perform a survey, 
countermeasures or updates occur during the heartbeat cycle for the sensor.

http://www.hexiscyber.com
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Figure 10

HawkEye G Hosted or SaaS

There are two reasons that HawkEye G might be deployed in a Cloud type environment.  
Large organizations may have IT groups which offer their services to internal groups in a 
way that resembles a hosted service. Partners may also benefit from this model by providing 
HawkEye G as a service to a number of smaller clients.

In either case there are two types of deployments illustrated by figure 10. The left side of  
the diagram shows a no-hardware on-site scenario. This is less likely to occur unless all 
traffic from the customer network is routed through the cloud before hitting the Internet. The 
most likely scenario is depicted on the right side of the diagram showing the Network Sensor 
on-premise and the appliance hosted off-site.  All of the same features are available as long 
as the communication between Host Sensors and the appliances are not impeded by security 
policies or routing.

http://www.hexiscyber.com
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Host Sensors
Host Sensors are deployed to protect Windows hosts by the Host Sensor Manager and enable 
HawkEye G to monitor host events, to retrieve host details through surveys and to perform 
protective actions and mitigations upon the host.  

There	are	two	modes	of	operation	for	the	Host	Sensors:
• Persistent	Mode – Continuously reside on the host/endpoint

• On-Demand	Mode – Temporarily installed on host/endpoint when a survey of the  
host/endpoint is taken

Host Sensors collect forensic information on a given host or endpoint with minimal footprint 
and negligible performance impact. HawkEye G collects forensic information from the host/
endpoint including files, processes, threads, NETSTAT and registry keys.

In either case, upon installation, the Host Sensor creates a baseline of forensic information  
and reports that information back to the HawkEye G management console for analysis  
and viewing.  

Host Sensors operating in on-demand mode have the ability to collect host/endpoint  
forensics on a survey action. The survey action could be scheduled or triggered by an event.  
On-demand mode should be used selectively for administrators who prefer the ability to have 
presence on the host/endpoint only when necessary.

Virtualized Hosts 
On-demand mode works with endpoints configured with a Citrix VDI stack. However the 
persistent mode is not appropriate since the OS template does not have a specific UUID.  
(If persistent mode was to be used on the OS template, every machine would have the  
same name in the management UI.)  On-demand mode works as it is loaded only  
after the desktop template is applied to the workstation and a unique UUID is created.

http://www.hexiscyber.com
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Service and Support 
Implementation	
Hexis Professional Services uses a proven methodology to successfully implement large 
-scale deployments with a rapid integration process, leveraging existing infrastructure. 

Typical	services	for	the	implementation	include:

• Installation and configuration services
• Try and buy services
• Tactical services including general professional service days
• Ongoing advanced support services to continue to optimize the system

Hexis	Security	Operations	Center
Staffed 24x7 by a team of highly-trained security threat analysts, the Hexis Security 
Operations	Center	(HSOC)	is	charged	with	helping	Hexis	Cyber	Solutions	customers	
take	full	advantage	of	the	advanced	features	of	HawkEye	G	to	maximize	return	on	
their security investment. These advanced features include the use of threat feeds based 
on analysis of a million malware samples a day and a sandbox execution and analysis 
environment comprised of approximately 1,000 machines. 

Acting as an extension of the customer’s security team, the HSOC proactive security 
monitoring service tracks network activities across a customer’s environment and HawkEye 
G deployment to help interpret and understand activities and take action. Customers can set 
policies to automate as much of the HawkEye G tasks as they choose, from malware detection 
and blocking to removal.

Hexis	Security	Operations	Center: 
Provides	a	sandbox	execution	and	analysis	environment	to	maximize	security.

1 MILLION
MALWARE SAMPLES/DAY

1000
MACHINES

http://www.hexiscyber.com
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Phishing attacks are one of the more common techniques used by an attacker to infiltrate a 
host.4 Phishing attacks combine software and social engineering techniques to accomplish 
their mission. It takes a mere three emails per campaign to get a 50% chance of at least one 
click, and six emails for an 80% chance of one click!3 Phishing is also a popular technique 
as perimeter security devices become more intelligent inspecting content and both open and 
encrypted connections. In 2013 it was estimated that enterprises spent over $13B on these 
perimeter products.3 Still we have evidence of malware penetrating and bypassing both 
perimeter security and anti-virus (AV) agents.

Let’s examine a case where an attacker bypasses the perimeter and infiltrates a host.  
To begin, an attacker performs some reconnaissance to gain the best advantage. In this  
case the attacker identifies a local pizzeria that a number of employees from the target 
company frequent. The attacker has many online resources at his disposal to identify 
individual targets. Or it may be a simple matter of grabbing a handful of business cards from 
a fishbowl somewhere — the attacker now has individual contact information from his target 
company to begin his attack.

The next step is to create the malware for a campaign. The attacker chooses an open source 
tool called Veil (figure 11) to create the malicious binary that will sneak past content scanning 
techniques. In this case it is a stager designed to infect memory with a DLL injection and setup 
a C2C (command and control) tunnel back to the attacker’s machine and download additional 
pieces of malware. This binary does not touch the file system as this would easily trigger local 
host AV. The tunnel connection back to the attacker system is encrypted in a TLS tunnel to 
avoid any kind of packet capture or network traffic inspection. Once the tunnel connection is 
setup additional malware tools can be uploaded to the compromised host.

VII. CASE STUDY: 
PHISHING AND 

HAWKEYE G

Figure 11
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The delivery is a simple PDF file resembling pizza coupons 
(figure 12). Who can resist free pizza? The attacker creates 
pizza coupons and with very little effort adds the local pizzeria 
name and logo to make it more convincing. The PDF is 
then packed with the malicious binary using another open 
source tool called Metasploit. Metasploit is easily obtained by 
downloading a free copy of Kali Linux server. Kali contains 
a treasure trove of penetration software including Veil and 
Metasploit. The Kali machine will serve as the command and 
control server.

Next, the attacker uses tools to obfuscate the actual name of the sender of the email to mimic 
something more realistic like greatoffers.com. This will appear to the sender with a catchy title 
like “You have won free pizza from Pizzaguy.” The recipient sees the title and recognizes the 
name as their local pizzeria. The user opens the attachment and sees it scanned and passed 
by AV. Hidden behind a couple of pop-up windows, they see the coupons and continue to click 
until they are able to save and print the attachment. During the clicking, the malicious binary 
is unpacked and the shell code is injected to memory as a process and migrates to explorer.
exe, successfully hiding itself. Through this process a TLS tunnel is setup for outbound 
communications to the IP address of the command server.

The domain registration is very new and the IP address associated with the domain is even 
more recent to avoid threat feeds using IP addresses only. The HawkEye G network sees 
the traffic but allows it to pass as the IP address is not yet listed on any threat feed. Once 
the connection is established to the command server a trigger is sent to download additional 
tools. This trigger reaches out to a domain to download an executable packed with remote 
admin tools and rootkit. As the DNS query is generated, the HawkEye G Network Sensor sees 
a match on the threat feed. Instead of allowing the target machine to attach to the command 
server, it sends the target machine a DNS redirect (figure 13). The IP address that the Network 
Sensor sends to the machine is actually the HawkEye G Bot Trap. 

Figure 12

Typical Phishing Tactic
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HawkEye G has now purposely tricked the malware into thinking it is connected back to the 
real command server. This is basically a MITM (Man in the Middle) attack on the malware by 
HawkEye G.  The Bot Trap will then perform analysis of the host in a number of ways. The Bot 
Trap will send some basic IRC-type bot commands with kill and uninstall messages to see if 
it can remove the malware. It will also correlate port and process information to determine the 
offending process. When the machine analytics in HawkEye G determine the process, it will 
send a “Kill Process” countermeasure from the Host Sensor Manager to the Host Sensor. The 
Host Sensor then successfully kills the process.

HawkEye G does not stop at this point and consider its job done. The Host Sensor Manager 
sends a signal to the Host Sensor to then perform a forensic survey of the host. This survey 
will collect additional forensics used to determine the existing malware, any dormant malware 
and any persistence on the host. The Host Sensor will gather a list of files and directories and 
generate MD5 hashes for each file, a list of process and process-based MD5 hashes, a list of 
registry keys and a list of network statistics (NETSAT). HawkEye G machine analytics process 
the additional data once the forensics are returned by the Host Sensor. In this case, the MD5 
hash of the malicious part of the PDF matches a known bad MD5 hash in the threat feed.

Figure 13

HawkEye G Threat Description Screen
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HawkEye G creates a second incident detailing the file associated with the threat match.  
The Host Sensor Manager (figure 14) then sends a “Quarantine File” countermeasure to the 
Host Sensor. The Host Sensor will encrypt, XOR and rename the file retaining just enough 
for the original information to perform an “Undo” action in case the file were to turn out to not 
be as bad. The Undo action for quarantine is a fail-safe mechanism that returns the file to an 
executable state and automatically adds it to a whitelist if the file were, as an example, part 
of a custom-written application and not actual malware. The Undo action also exists for the 
“Expire Credentials” countermeasure. At this point the outgoing connection has been killed and 
the malware file neutralized—all without interruption to the end user.

Figure 14

Threat Match and Countermeasure Action
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About Hexis Cyber Solutions
Hexis Cyber Solutions (Hexis), a wholly-owned subsidiary of The KEYW Holding Corporation 
(NASDAQ: KEYW) based in Hanover, Maryland, provides complete cybersecurity solutions for 
commercial companies, and government agencies.

Our mission is to ensure that business IT infrastructure is equipped with tools and 
capabilities to detect, engage, and remove both external and internal cyber threats. 
Cyber terrorists, organized crime, and foreign governments focus tremendous effort on 
commercial, government, and military interests as their prime targets. Hexis’ HawkEye and 
NetBeat products offer active, multi-disciplined approaches to achieve a higher standard of 
cybersecurity that is based on our expertise supporting cybersecurity within the US.  
Visit www.hexiscyber.com.

Hexis Cyber Solutions, a wholly-owned subsidiary of The KEYW Holding Corporation 
7740 Milestone Parkway, Suite 400  |  Hanover, MD 21076  |  info@hexiscyber.com  |  443.733.1900

The increasing volume and severity of today’s cyber threats is requiring organizations to invest 
more in next-generation security tools to better detect, investigate and remove advanced 
threats both external and internal. To detect, organizations need increased visibility into host 
and network activity and an ability to correlate between the two. However, detection alone is 
not enough. With the paradigm shifting from not ‘if’ but ‘when’ and ‘how often’ an organization 
will be attacked this also requires increased investment in investigation and removal 
capabilities. In order for these capabilities to be efficient and effective they must incorporate 
automation.

HawkEye G combines next-generation threat detection, investigation and automated removal 
into a comprehensive platform. HawkEye G also enables a flexible, “crawl, walk, run” policy-
based approach to automated investigation and removal enabling customers to embrace 
automation at a pace they are comfortable with.

Industry research finds that infection and exfiltration typically take minutes, hours or days, 
while detection may take weeks or months and remediation adds additional weeks or months 
beyond detection.3 During this gap, attackers are free to perform reconnaissance, steal 
credentials and exfiltrate data as they please. Mastering the art of automated detection, 
investigation and removal, by combining host and network data along with sophisticated 
analytics, HawkEye G enables organizations to collapse the time from detection to remediation 
into seconds. Organizations can respond to and remove threats before damage is done 
without invasive remediation or countermeasures, thereby minimizing disruption to critical 
business processes and end users.

VIII. CONCLUSION

HawkEye G can detect  
and remove threats at machine 
speed...within 34 seconds.
For more, read the case study

 1. Bloor Research Security Blog, “Major Trends and Developments in the Advanced Threat  
  Protection Market,” September 4, 2014
 2.  Network World, “It’s Time for a More Serious Dialogue About Cybersecurity,” September 5, 2014 
 3. Verizon Data Breach Investigations Report
 4. 2013 Cisco Annual Security Report
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